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Abstract

As with most technology-driven change, e-pharmacy markets have expanded faster than
the pace of regulation, particularly in low- and middle-income countries. We developed

and applied a checklist to assess compliance with best practices and regulations by
e-pharmacies serving clients in India and Kenya, two countries with contrasting regulatory
environments. We defined e-pharmacies as businesses selling prescription-only medicines
directly to consumers through websites or apps. We identified the universe of e-pharmacies
through online searches, and captured data using a structured questionnaire (Jan—-May
2023). We then assessed e-pharmacies against a set of global ‘best practice’ standards, as
well as national regulations (for Kenya) and ‘proposed requirements’ from local guidelines
and draft bills (for India, which had no e-pharmacy-specific regulations). We identified 61
websites and 37 apps serving India, and 26 websites and 3 apps serving Kenya. Regarding
best practices, a facility to upload prescriptions was provided by 90% of websites serving
India and 58% serving Kenya. Only 16% (India) and 42% (Kenya) provided complete drug
information. On average, websites serving Kenya met 8.9 of the 12 (74%) Kenyan regulatory
requirements, while those serving India met 7.5 of the 14 (54%) ‘proposed requirements.
Only 31% serving Kenya and none serving India displayed required registration numbers.
Contrary to regulations/guidelines, many e-pharmacies serving Kenya (62%) and India
(34%) listed narcotic/controlled drugs for sale. In both countries, high-traffic websites and
e-pharmacies located within the study country had higher mean compliance to regulation
and best practices compared to the others. These findings can be leveraged to strengthen
enforcement in Kenya and inform the development of a comprehensive regulatory frame-
work in India. We recommend a risk-based regulatory approach, where regulators work
with the largely compliant (“good”) e-pharmacies, improve enforcement among the partially
compliant (“bad”), and eliminate the largely non-compliant (“ugly”) from the market.
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Author summary
Why was this study done?

o E-pharmacy markets have been growing rapidly in low- and middle-income countries
(LMICs)

o Poorly regulated e-pharmacy can expose consumers to health and e-commerce-related
risks.

o There is limited evidence on characteristics of e-pharmacies in LMICs and their compli-
ance to best practices and regulations.

What did the researchers do and find?

o We identified all e-pharmacies serving consumers in India and Kenya, two LMICs with
contrasting market sizes and regulatory environments, and assessed compliance to global
best practices and existing or proposed national regulations.

o The results highlight low compliance to best practice standards and national regulations/
guidelines in both countries.

o Compliance was generally higher for e-pharmacies that had higher-traffic or were located
within the country of study.

What do these findings mean?

o The study findings can be leveraged to strengthen regulatory enforcement in Kenya, and
inform the development of legislation and accompanying regulations for e-pharmacies in
India.

o We recommend a risk-based approach to regulation, where regulators work with the
largely compliant (“good”) e-pharmacies, improve enforcement among the partially
compliant (“bad”), and eliminate the largely non-compliant (“ugly”).

Introduction

Access to essential medicines is critical for effective health system performance, yet many
low- and middle-income countries (LMICs) continue to face challenges of accessibility,
affordability and quality [1]. Online retail pharmacies, or e-pharmacies, once the preserve
of high-income countries (HIC), present potential opportunities to address some of these
challenges in LMICs, given the convenience and flexibility associated with buying medicines
online, particularly for patients with chronic conditions [2].

Over the past decade, the global e-pharmacy market has experienced rapid growth. Valued
at USD 92 billion in 2023, it is expected to exceed USD 350 billion by 2033, with emerging
markets contributing the larger share [3]. For example, 2-3% of total medicine sales in India
are currently through e-pharmacies, a figure expected to rise to 15% over the next decade [4].
Similar growth has been observed in other LMICs, facilitated by rapid internet penetration
and COVID-19 pandemic-related movement restrictions. The African e-pharmacy market
tripled from a pre-COVID-19 value of USD 190 million in 2019 to USD 560 million in 2022
[5]. While e-pharmacy use is currently likely to be higher among those belonging to higher
socioeconomic status or urban populations, given increasing internet penetration, its use
among poorer urban and rural communities is also likely to increase.
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Regulations to promote pharmacy care and patient safety have not kept pace with this
rapid market growth in LMICs [6], exposing consumers to risks like accessing prescription-
only medicines (POMs) without prescription, inadequate medicine information, and substan-
dard and/or falsified medicines, alongside other (non-health) risks like compromised data
privacy and consumer fraud [7]. There is also the risk of ‘rogue’ e-pharmacies (unlicensed
actors that closely resemble legitimate medicine providers, but eschew governing laws and
regulations) [8].

The majority of studies on e-pharmacies come from HIC settings [9,10], where the regu-
latory frameworks and mechanisms for identifying non-compliance are more mature [2,8].
While there is a growing literature on e-pharmacies in LMICs [5,6,11,12], policymakers
require better quality and context-specific evidence on e-pharmacy practices and regulatory
compliance to design fit-for-purpose governance mechanisms. The aim of this study was to
assess the characteristics and business practices of e-pharmacies, and their compliance with
global best practice guidelines and national regulatory requirements. We reviewed the web-
sites and apps of all e-pharmacies serving retail customers in two LMICs: India, which has a
very large e-pharmacy market, but is yet to enact formal e-pharmacy regulations, and Kenya,
which has a smaller market, but with developed regulations.

Methods

Eligibility

For the purposes of this study, an e-pharmacy was defined as an online provider that met all
the following criteria:

« Sells modern/allopathic POMs directly to consumers in India or Kenya, with or without
over-the-counter (OTC) products and/or traditional, complementary, and alternative medi-
cines (TCAM);

Operates through an internet website or mobile app, through which the ordering process
can be initiated (we exclude brick-and-mortar pharmacies with a website for promotional
purposes only where it is not possible to initiate an order);

o Offers a mechanism for making payments remotely (e.g., online, cash on delivery);

Offers delivery through mail, shipping companies, or courier services.

The definition includes both legitimate e-pharmacies operating within local regulations
and those operating without a licence and/or contravening other requirements. We also
included businesses that met all the criteria but claimed on the website that they were ‘not a
pharmacy), possibly to avoid regulatory scrutiny. For e-pharmacies with websites that direct
consumers to their associated app as the sole e-commerce platform, we only reviewed the app.
E-pharmacies physically based inside and outside of the study countries were included as long
as they served customers within the study country. We excluded marketplace websites which
direct consumers to a range of online and/or brick-and-mortar pharmacies, instead reviewing
the individual e-pharmacies. While most e-pharmacy websites displayed a catalogue of medi-
cines and other products available for sale, a few did not. These websites were assumed to sell
POMs and, therefore, be eligible if they (i) stated that they sold POM:s (ii) provided an option
to upload a prescription, or (iii) stated that prescriptions were required to complete purchases.
Some e-pharmacies had multiple websites, known as ‘clones’ or ‘affiliate networks’ [13]. We
identified clones by looking for similar appearance (website templates, offers, and customer
testimonials), and then confirmed clone status based on the presence of common contact
information (telephone number, business address, or bank account numbers) or if we were
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redirected to an affiliate website. Where clones were identified, we only reviewed the website
that appeared first in our search.

Search strategy

We aimed to identify the entire population of e-pharmacies retailing medicines to consum-
ers in Kenya and India. To do this we replicated typical consumer internet search behaviour.
In each country, separate searches were conducted on the Google search engine using the
strings [“India/Kenya AND online pharmacy OR e-pharmacy OR buy medicines online”],
[“India/Kenya AND buy antibiotics online without prescription”], and [“India/Kenya AND
buy Viagra online”]. Searches were conducted using ‘incognito windows’ so that stored data
on past search history (e.g., cookies) did not influence the presentation or ordering of search
results. We screened the first 30 pages of search results (or all pages where there were less than
30), and e-pharmacy websites or apps that met our definition were included.

Data extraction

A structured website review tool and a parallel app review tool were developed on REDCap
(Research Electronic Data Capture), a secure web-based platform, hosted at The George
Institute for Global Health, India [14]. The review tools comprised a comprehensive check-
list covering e-pharmacy characteristics, and adherence to best practices, available national
regulations and/or guidelines that could be assessed through website review. The list of best
practices was created based on international standards for e-pharmacy, requirements in coun-
tries with established regulations, and previous literature on e-pharmacy [2,8,15,16].

While many items in Kenyan and Indian regulations and guidelines overlap with best
practices, we also present adherence to country-specific requirements for each country. In
Kenya, the regulatory requirements were based on the November 2022 Guidelines for Internet
Pharmacy Service and the Guidelines for the Registration and Licensing of Premises in Kenya,
which were the most current at the time the study was initiated [17]. These guidelines were
updated later in April 2023 to include some additional provisions, which we did not assess [18].

Unlike Kenya, India has not enacted regulations specifically for e-pharmacy. We therefore
assessed compliance to a set of ‘proposed requirements’ drawn from available guidelines [19],
draft regulations [20,21], and existing applicable regulations not specific to e-pharmacy [22-
26]. The two draft regulations, i.e., the Drugs and Cosmetics (Draft) Amendment Rules (2018)
[20,21] and Draft Drugs, Cosmetics, and Medical Devices Bill (2022) [20] propose some
requirements for e-pharmacy, but have not been enacted as yet. See S1 Table for full details on
the documents used to identify the Kenyan regulations and Indian ‘proposed requirements’

For each included website and app, the review tools captured information related to the
following domains: basic characteristics, authorisation details, customer service, privacy,
payment, service coverage, extent of drug information provided, and marketing strategies
(for complete tool see S1 File). All information extracted from websites and apps was taken
at face value, and any claims made by e-pharmacies (e.g., availability of telephone helpline or
prescription upload facility) were not tested for authenticity or otherwise verified.

Data extraction was conducted between January and May 2023. In each country, data
extraction was done independently and in duplicate by two reviewers. Disagreements were
resolved by consensus, consulting a third reviewer where necessary. Websites were reviewed
first, and if they claimed to have an app, the corresponding app was downloaded from the
Google Play store by both reviewers. As all encountered apps were available as Android
versions, and iOS versions were available only for a subset of apps in the Apple App store (see
Results), we only reviewed the Android version of the apps. We excluded outdated apps that

PLOS Global Public Health | https:/doi.org/10.1371/journal.pgph.0004202 February 3, 2025 4/19




PLOS GLOBAL PUBLIC HEALTH E-pharmacy compliance with regulatory requirements and best practices

could not be downloaded because they were no longer compatible with a recent version of
Android, and those that were non-functional from the landing page or login stage.

Given the wide range of products stocked by e-pharmacies, data on the availability of infor-
mation on medicine indications, contraindications, interactions, and side-effects was collected
for selected ‘tracer medicines’ used to treat common conditions (amlodipine/nifedipine for
hypertension; atenolol/metoprolol for cardiovascular disease; atorvastatin for dyslipidae-
mia; metformin for diabetes mellitus; amoxicillin/azithromycin for common infections; and
sildenafil/tadalafil for erectile dysfunction). The presence of each e-pharmacy on various
social media platforms (e.g., Facebook, LinkedIn, Instagram) was assessed by running separate
internet searches.

Data on the location of each website’s domain registration and server were obtained
through separate searches in each country, using ‘IP Tracker, a web-based tool used to detect
the internet protocol (IP) addresses of websites (www.ip-tracker.org). IP Tracker searches
were always done from the respective study countries, as some websites may use servers in
multiple locations depending on the user’s location. Data for the number of visits to each web-
site globally over the three-month period (March-May 2023) was obtained from Similarweb.
com, an online tool that estimates web traffic volumes (data on visit numbers specifically for

the study countries was not consistently available for all websites).

Data analysis

The data collected from websites and apps were used to produce a range of binary indica-
tors on the presence or absence of a recommended or required feature, which we present
as frequencies and percentages. The 12 indicators on compliance with regulations in Kenya
and 14 ‘proposed requirements’ in India were used to derive two indices: a binary indica-
tor on whether an e-pharmacy complied with all requirements for that country, presented
as frequencies and percentages, and another that sums the number of requirements that an
e-pharmacy complied with, presented as the mean across all e-pharmacies.

For websites, we also present these analyses stratified in two ways: (i) based on website visit
numbers, comparing the top 20% of websites in terms of visit numbers vs. all other websites;
and (ii) based on physical location of the e-pharmacy, comparing those located within vs.
outside of the study country.

Data analyses were conducted in Stata 18.0 (StataCorp; College Station, TX) [27]. It was
not appropriate to conduct statistical tests for significance because our search strategy sought
to identify the entire population of eligible e-pharmacies serving consumers in each study
country, i.e., was a census approach, rather than a randomly selected sample.

Ethics statement

This study was approved by the ethics committees of The George Institute for Global
Health (Project number: 26/2022), Strathmore University Business School (Ref. no: SU-
ISERC1475/22), and the London School of Hygiene & Tropical Medicine (Ref. no: 28055).

Results

Our search yielded 86 websites serving consumers in India and 51 websites serving consumers
in Kenya, of which 61 serving India and 26 serving Kenya met our eligibility criteria and were
included in the analysis. See Fig 1. Among included websites, 33 in India and 3 in Kenya had
associated apps; additionally, 4 websites serving India (which did not meet our inclusion criteria)
directed consumers to their apps, which met the eligibility criteria and were included in the anal-
ysis. Only one website served both countries, although it did so using different web addresses.
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Total number of e-pharmacy websites

India (n=86)
Kenya (n=51)

identified Websites excluded:

India (N=25)
Business-to-business model (n=3)

Marketplace (n=1)

Does not deliver to India (n=10)
Does not deliver POMs or unclear
(n=3)

Website not e-commerce platform;
directed to app* (n=4)

O O O O

A

v

Website is broken/unavailable (n=2)
Duplicates (n=2)

o

o Kenya (N=25)
Business-to-business model (n=2)
Marketplace (n=2)

Does not deliver to Kenya (n=12)
Does not deliver POMs (n=4)

Website is broken/unavailable (n=1)

Websites included
in the analysis

India (N=61)
Kenya (N=26)

Duplicate (n=3)
Redirects (n=1)

O O O 0O O O O

Apps* included
in the analysis

A

India (N=37)

*4 e-pharmacies were included in the a
Kenya (N=3) P PP

* review but not in the website review.

Fig 1. Identification and inclusion of e-pharmacies.

https://doi.org/10.1371/journal.pgph.0004202.9001

E-pharmacy characteristics and business practices

Table 1 summarises the characteristics and business practices of websites and apps. In addition
to POMs, all 26 websites serving Kenya also offered OTC medicines and TCAM products, and
all but one offered nutraceuticals. These products were also offered by most websites serving
India, though not universally. Of the 61 websites serving India, 39% offered online consulta-
tions with a doctor, laboratory services, or both, compared with only 15% in Kenya. While for
both countries most websites said they had a national or sub-national delivery reach, 21% in
India and 31% in Kenya claimed to deliver outside of the study country (geographical reach
was unclear for a further 23% in India and 8% in Kenya).

Just under half of website domains were registered within the respective country (46% for
both Kenya and India), with registration in the US also being common (38% for India; 23%
for Kenya). The website server was less likely to be in the study country (37% for India; none for
Kenya), with a US location being common (36% and 50% for India and Kenya, respectively).

In terms of commercial strategies, a majority of websites serving India (85%) and Kenya
(69%) displayed discounts for medicines on the homepage or on a separate ‘offers’ page. Most
websites in India (93%) and Kenya (81%) maintained a social media presence, with Facebook
and X (formerly Twitter) being the most common. All websites used English, with less than

6/19
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Table 1. E-pharmacy characteristics and business practices, n (%).

India Kenya

Websites Apps Websites Apps
Number of e-pharmacies reviewed (N) 61 37 26 3
Products displayed for sale
Over-the-counter (OTC) medicines 53 (86.9) 33 (89.2) 26 (100.0) 3 (100.0)
Traditional, complementary and alternative 48 (78.7) 33 (89.2) 26 (100.0) 3 (100.0)
(TCAM) medicines
Nutraceuticals 52 (85.2) 34 (91.9) 25 (96.1) 3 (100.0)
Complementary services provided
Online consultation with a doctor 21 (344) 18 (48.6) 3(11.5) 1(33.3)
Laboratory tests 15 (24.6) 17 (45.9) 2(7.7) 0 (0.0)
Both 12 (19.7) 13 (35.1) 1(3.8) 0(0.0)
Pharmacy only 37 (60.7) 15 (40.5) 22 (84.6) 2 (66.7)
Coverage of delivery services
Delivers only to specific states/counties 20 (32.8) 12 (32.4) 2(7.7) 1(33.3)
Delivers anywhere within the country 14 (22.9) 7 (18.9) 14 (53.8) 2 (66.7)
Delivers outside the country 13 (21.3) 1(2.7) 8 (30.8) 0 (0.0)
Unclear 14 (22.9) 17 (45.9) 2(7.7) 0 (0.0)
Availability of apps
Android - 37 (100.0) - 3(100.0)
ios - 25 (67.6) - 3(100.0)
Country of domain registration
Within the study country 28 (45.9) - 12 (46.2) -
US 23 (37.7) - 6(23.1) -
Others! 9 (14.7) - 6(23.1) -
Unknown 1(1.6) - 2(7.7) -
Country of website server
Within the study country 23 (37.7) - - -
UsS 22 (36.1) - 13 (50.0) -
Others? 6(9.8) - 10 (38.5) -
Unknown 10 (16.4) - 3(11.5) -
Marketing strategies
Announces offers or discounts for medicine? 52 (85.2) 30 (81.1) 18 (69.2) 3 (100.0)
Has any social media presence* 57 (93.4) 37 (100.0) 21 (80.8) 3 (100.0)
Customer support/feedback
FAQ (Frequently Asked Questions) section 39 (63.9) 21 (56.8) 16 (61.5) 3 (100.0)
Additional language options® 8 (13.1) 5(13.5) 5(19.2) 0 (0.0)
Customer reviews/testimonials 27 (44.3) 6(16.2) 21 (80.8) 1(33.3)
Payment modes
Credit/Debit card 45 (73.8) 24 (64.9) 10 (38.5) 1(33.3)
Net banking 38 (62.3) 27 (73.0) 3(11.5) 1(33.3)
Store credit 6(9.8) 5(13.5) 1(3.8) 0(0.0)
UPI (Unified Payments Interface) 38 (62.3) 26 (70.3) 0 (0.0) 0(0.0)
Electronic wallet 30 (49.2) 21 (56.8) 3 (11.5) 0 (0.0)
Cash on delivery 39 (63.9) 28 (75.7) 9 (34.6) 0(0.0)
Mobile money 0(0.0) 0(0.0) 15 (57.7) 3(100.0)
Bitcoin or other cryptocurrencies 3 (4.9) 0(0.0) 5(19.2) 0 (0.0)

(Continued)
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Table 1. (Continued)

India Kenya

Websites Apps Websites Apps
Other® 16 (26.2) 10 (27.0) 9 (34.6) 2 (66.7)
Unclear 4(6.6) 4(10.8) 1(3.8) 0 (0.0)

'Other countries of domain registrants included Australia, Bahamas, Burundi, Canada, Czech Republic, Great Britain,
Iceland, Pakistan, Russia, Spain, and Turks and Caicos Island.

*Other countries of website server locations included Canada, France, Germany, Lithuania, Netherlands, Russia,
Singapore, and United Arab Emirates.

*We checked for discounts on offers pages and the homepage only.
*Social media platforms included Facebook, X (formerly Twitter), Instagram, LinkedIn, TikTok, and YouTube.

*Additional language options included a mixture of regional (e.g., Hindi, Bangla, etc.) and other national languages
(e.g., French, Spanish, etc.).

*Other payment methods primarily included Bonga points, Umba loan and gift certificates for Kenya and several “pay
later” options in India (Simpl, Zestmoney, etc.).

https://doi.org/10.1371/journal.pgph.0004202.t001

20% in both Kenya and India having an additional language. While 81% of the websites serving
Kenya displayed customer reviews and testimonials, only 44% did so in India. Most websites
offered multiple payment options. For India, the most common online payment methods were
credit/debit cards, net banking, Unified Payments Interface (UPI) and electronic wallets. In con-
trast, in Kenya mobile money was the most common payment method, followed by credit/debit
cards. Cash on delivery was accepted by 64% of Indian websites and 35% of Kenyan websites.

Comparing websites and apps serving India, apps were slightly more likely than websites
to offer other products for sale (OTCs, TCAMs, nutraceuticals), and to offer consultation or
lab services, but less likely to provide customer reviews, and very unlikely to deliver outside
of India (Table 1). However, when comparing website and app characteristics just for those
websites with associated apps, there was little difference in the offer of consultations or other
(non-POM) products (S2 Table). It was challenging to make comparisons between websites
and apps for Kenya as there were only 3 apps.

Compliance with best practices in India and Kenya

Table 2 presents findings on compliance to best practice for websites and apps. Overall, 42%
of websites serving Kenya provided complete information on tracer medicines (i.e., indica-
tions, side-effects, drug interactions, and contraindications), compared with only 16% serving
India. However, 90% of sites serving India had a prescription upload facility, compared with
only 58% in Kenya. For both countries, prescription upload was most commonly through the
website, though over a third of websites serving Kenya offered upload through WhatsApp.
Although it is not considered best practice to sell narcotic or controlled substances online,
62% of websites did so in Kenya, compared with 34% in India. All websites serving India, and
all but one serving Kenya, complied with the practice of prohibiting advertisements of POM:s.
Providing refill reminders (an automated system that notifies the user to refill their pre-
scriptions every month) was rare. Only 13% of websites serving India did so, and only one
in Kenya. All websites serving Kenya and 93% serving India provided a telephonic helpline,
but a much smaller proportion of websites provided assistance via text chat, either through
WhatsApp (Kenya: 65% and India: 30%) or on their website (Kenya: 23% and India: 28%).
Delivery tracking was provided by 62% of websites serving India and 58% serving Kenya.
Only 5% of websites serving India and 19% serving Kenya displayed a registration num-
ber for the e-pharmacy. Moreover, barring one e-pharmacy in Kenya, no websites displayed
details of the supervising pharmacist(s). Details of the owner, director or supervisory board
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Table 2. Compliance with best practices by e-pharmacies: overall, by visit numbers, and by location, n (%).

Overall Websites by visit numbers Websites by physical location’

India Kenya India Kenya India Kenya

Websites | Apps Websites | Apps Top 20% | Other Top 20% | Other Physical | Other | Physical Other
by visits | websites | by visits | websites | location in | websites | location in | websites

India Kenya

Number of e-pharmacies | 61 37 26 3 13 48 5 21 56 5 19 7

reviewed (N)

Information provided on

medicines’
Uses 35(57.4) |20 (54.0) |12(46.1) | 1(33.3) |9(69.2) |26(542) |3(60.0) |9(42.9) |30(53.6) |5(100.0) 6 (31.6) 6 (85.7)
Side-effects 32(52.5) 20(54.0) |12(46.1) |1(33.3) |9(69.2) 23(47.9) | 3(60.0) |9(42.9) 28 (50.0) 4(80.0) |6(31.6) 6(85.7)
Drug interactions 15(24.6) |9 (24.3) 11 (42.3) |1(33.3) |8(61.5) 7 (14.6) 3(60.0) |8(38.1) 12 (21.4) 3(60.0) | 6(31.6) 5(71.4)
Contraindications 15(24.6) |11(29.7) | 12(46.1) |1(33.3) |7(53.9) |8(16.7) |3(60.0) |9(42.9) |13(232) |2(40.0) |6(31.6) 6 (85.7)
All the above 10 (16.4) |7(18.9) 11 (42.3) |1(33.3) |6(46.2) 4(8.3) 3(60.0) | 8(38.1) 8(14.3) 2(40.0) |6(31.6) 5(71.4)

Option to upload a

prescription
On website/app 49 (80.3) |37(100.0) | 11(42.3) | 1(33.0) | 13(100.0) | 36 (75.0) |2(40.0) |9 (42.9) 49 (87.5) 0(0.0) 10 (52.6) 1(14.3)
On WhatsApp 10 (16.4) |4 (10.8) 9 (34.6) 0(0.0) 2(15.4) 8(16.7) 4(80.0) |5(23.8) 10 (17.9) 0(0.0) 8(42.1) 1(14.3)
Via e-mail 7(11.5) 127 [00.0) 000 |1(7.7) 6(125) | 0(0.0) |0(0.0) 5(8.9) 2 (40.0) | 0(0.0) 0 (0.0)
Others (fax, post, etc.) 3(4.9) 0 (0.0) 1(3.8) 0(0.0) 0(0.0) 3(6.3) 0(0.0) 1(4.8) 1(1.8) 2(40.0) |1(5.3) 0 (0.0)
Unavailable 6(9.8) 0 (0.0) 11 (42.3) |2(66.7) |0 (0.0) 6(12.5) 0(0.0) 11 (52.4) |3(5.4) 3(60.0) |6(31.6) 5(71.4)

Does not display narcotics | 40 (65.6) |23(62.2) |10(38.5) | 1(33.3) |11(84.6) |29 (60.4) |2(40.0) |8(38.1) |35(62.5) |5 (100.0) 9 (47.4) 1(14.3)
or controlled substances
for sale’

Does not display product- | 61 (100.0) | 37 (100.0) | 25 (96.1) | 3 (100.0) | 13 (100.0) | 48 (100.0) | 5 (100.0) | 20 (95.2) |56 (100.0) |5 (100.0) |18 (94.7) |7 (100.0)
specific advertisements for
POMs

Provides refill reminders 8 (13.1) 15 (40.5) |1 (4.2) 0(0.0) 3(23.1) 5(10.4) 0(0.0) 1(5.3) 8 (14.3) 0(0.0) 1(5.6) 0 (0.0)

Provides a complete physi- | 49 (80.3) |25 (67.6) |20 (76.9) |3 (100.0) | 13 (100.0) | 36 (75.0) | 4(80.0) |16 (76.2) |47 (83.9) 2 (40.0) |17 (89.5) 3 (42.9)
cal address

Provides a telephonic 57(93.4) |29 (78.4) |26(100.0) | 3(100.0)|10(76.9) |47(97.9) |5(100.0) 21 (100.0) | 52 (92.9) 5(100.0) | 19 (100.0) |7 (100.0)
helpline
Provides assistance via
text chat
On website/app 17 (27.9) |12(32.4) |6(23.1) 1(33.3) |4(30.8) 13 (27.1) |3(60.0) |3(14.3) 15 (26.8) 2 (40.0) |5(26.3) 1(14.3)
On WhatsApp 18 (29.5) |11(29.7) |17(65.4) 1(33.3) |1(7.7) 17 (35.4) | 4(80.0) |13(61.9) |18(32.1) 0(0.0) 15 (79.0) 2(28.6)
Provides tracking of 38(62.3) | 18(48.6) |15(57.7) |2(66.7) |10(76.9) |28(58.3) |3(60.0) |12(57.1) |34(60.7) 4(80.0) |11(57.9) 4 (57.1)
delivery
Provides name and details | 17 (27.9) |6 (16.2) 1(3.9) 0 (0.0) 5(38.5) 12 (25.0) |1(20.0) | 0(0.0) 17 (30.4) 0 (0.0) 1(5.3) 0 (0.0)
of the pharmacy director/
superintendent/owner
Provides registration 3(4.9) 0(0.0) 5(19.2) 1(33.3) |1(7.7) 2(4.2) 1(20.0) [4(19.1) |2(3.6) 1(20.0) |5(26.3) 0(0.0)
details of the e-pharmacy
Provides registration 0(0.0) 0 (0.0) 1(3.9) 0(0.0) |0(0.0) 0 (0.0) 1(20.0) | 0(0.0) 0 (0.0) 0(0.0) |1(5.3) 0 (0.0)

details of the pharmacist
Displays customers’ pri- 53(86.9) |31(83.8) |17(65.4) |3(100.0) 13 (100.0) 40 (83.3) |4(80.0) |13(61.9) |50 (89.3) 3(60.0) |14 (73.7) 3(42.9)
vacy policy

Displays procedure for 12 (19.7) |16 (43.2) |0(0.0) 0 (0.0) 8 (61.5) 4(8.3) 0(0.0) 0 (0.0) 12 (21.4) 0(0.0) 0 (0.0) 0 (0.0)
grievance redressal

'Based on physical address, stated location or on phone number. “Other” category includes websites with physical location outside of study country, or where location
could not be ascertained.

Information on medicines was assessed for selected ‘tracer medicines, which include some of the most commonly sold prescription-only medicines in India and Kenya.

*The few websites that did not display a browsable product catalogue were coded as not displaying narcotics or controlled substances for sale, though we note that it
might have been possible to purchase these after uploading a prescription.

https://doi.org/10.1371/journal.pgph.0004202.t1002
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were provided by only 28% and 4% of websites serving India and Kenya respectively. Most
(87%) websites serving India displayed the customers’ privacy policy, whereas 65% of the
websites serving Kenya did so. A procedure for grievance redressal was displayed by 20% of
websites serving India, but none serving Kenya.

Comparing websites and apps serving India, websites were more likely to provide a physi-
cal address, a telephone helpline, delivery tracking, the name of the director/owner/board, and
e-pharmacy registration details (Table 2). However, apps were more likely to offer prescription
upload, refill reminders and a grievance procedure. Similar results were found when compar-
ing best practices only for websites that had associated apps (S3 Table).

Table 2 also shows results for websites stratified by website traffic and by physical location.
The top 20% of websites in terms of visits (high-traffic websites) in India (n = 13) and Kenya
(n =5) were compared with the remaining websites. Similarly, websites with offices/facilities
physically located in the study country (determined by listed physical address, stated location
or phone number) (n = 56 for India; n = 19 for Kenya) are compared with those located out-
side these countries or whose physical location could not be ascertained. In both countries, all
of the websites in the top 20% by visits were physically based in the study country.

Websites with high-traffic volume were more likely to display complete medicine informa-
tion, provide a prescription upload facility, and display a privacy policy in both countries. In
India, high-traffic websites were also more likely to display a grievance policy, provide deliv-
ery tracking, and refrain from selling narcotics or controlled drugs, though there was little or
no difference in these outcomes by traffic volume in Kenya. Surprisingly telephone helplines
were more common among low-traffic websites in India.

Websites for e-pharmacies based inside the respective study countries were more likely to
provide a prescription upload facility, and to display a privacy policy and physical address
details in both countries. For India, e-pharmacies located in the country were also more likely
to provide refill reminders and display grievance policies and ownership details. For Kenya
e-pharmacies located internally were more likely to provide registration details. Further, for
Kenya, websites located internally were less likely to sell narcotics or controlled substances,
but the opposite was true in India, where websites located internally were more likely to sell
these products. In both countries, complete drug information was more likely to be provided
by websites outside of the country.

Compliance with regulatory requirements in Kenya

Table 3 reports compliance of Kenyan websites with the regulatory requirements. None of the
26 e-pharmacies serving Kenya complied with all 12 requirements. On average, websites serv-
ing Kenya complied with 8.9 of the 12 (74%) requirements. High-traffic websites complied
with a higher number of requirements (10.0) compared to the other websites (8.7). Similarly,
websites located in Kenya (9.4) outperformed those located elsewhere (7.7).

Among assessed requirements, the lowest level of compliance (31%) was observed for
the display of the health safety code (indicating authorisation by the Pharmacy and Poisons
Board), although compliance was higher among higher-traftic websites (40% vs. 29%) and
among those physically located in Kenya (37% vs. 14%).

Compliance with ‘proposed requirements’ in India

Table 4 reports compliance of Indian websites with the ‘proposed requirements’ for India,
based on a range of existing regulations, guidelines, and draft instruments. None of the 61
websites met all the ‘proposed requirements’, and on average, websites complied with 7.5 of
the 14 requirements. High-traffic websites complied with a higher number of requirements
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Table 3. Compliance with regulatory requirements for Kenyan websites, n (%).

Overall | By visit numbers By physical location

Regulatory requirements [17] N (%) Top 20% | Other Physical location | Other

by visits | websites |in Kenya' websites
Number of e-pharmacies reviewed (N) 26 5 21 19 7
Displays a physical address 20(76.9) |4(80.0) |16(76.2) |17(89.5) 3(42.9)
Provides a helpline 26 (100.0) | 5(100.0) | 21 (100.0) | 19 (100.0) 7 (100.0)
Provides a phone number 26 (100.0) | 5(100.0) |21 (100.0) | 19 (100.0) 7 (100.0)
Provides an e-mail address 21(80.8) |5(100.0) |16(76.2) |18(94.7) 3(42.9)
Displays the health safety code 8 (30.8) 2 (40.0) |6(28.6) 7 (36.8) 1(14.3)
Displays EV-SSL certificate? 26 (100.0) | 5(100.0) |21 (100.0) | 19 (100.0) 7 (100.0)
Displays customers’ privacy policy 17 (65.4) |4(80.0) |13(61.9) |14(73.7) 3(42.9)
Provides facility to upload prescriptions 15(57.7) |5(100.0) | 10 (47.6) |13 (68.4) 2 (28.6)
Does not sell narcotic or controlled substances? 10 (38.5) |2(40.0) |8(38.1) 9 (47.4) 1(14.3)
Does not engage in illegal advertisements of 25(96.2) |5(100.0) |20(95.2) |18(94.7) 7 (100.0)
prescription-only medicines
Provides information on contraindications and side | 12 (46.2) |3 (60.0) |9 (42.9) 6 (31.6) 6 (85.7)
effects
Language used is either English or Swahili 26 (100.0) | 5(100.0) |21 (100.0) | 19 (100.0) 7 (100.0)
Complies with all the above 0(0.0) 0(0.0) 0(0.0) 0(0.0) 0 (0.0)
Mean number of regulations complied with (out | 8.9 10.0 8.7 9.4 7.7
of 12)

'Determined based on the physical address displayed, and for those that did not display a physical address, on stated
location or on the country code of the phone number provided. “Other websites” category includes websites with
physical location outside of study country, or where location could not be ascertained.

*EV-SSL: Extended Validation secure sockets layer (the website has completed a 16-point check to verify details such
as: website domain, website owner, and the applicant’s legal, physical, and operational existence and identity).

*Based on the products displayed for sale on the website. Websites that did not display a browsable product catalogue
were coded as not selling narcotics or controlled substances, though it might have been possible to purchase these
after uploading a prescription.

See (S2 File) for the 2022 requirements.
https://doi.org/10.1371/journal.pgph.0004202.t003

(8.7) compared to other websites (7.1), as did websites located in India (7.6) compared to
those based elsewhere (5.6).

None of the Indian websites displayed authorisation information from the regulatory
authority, the Central Drugs Standard Control Organisation (CDSCO), or the name and
registration details of the pharmacist. Compliance was also low for displaying a registration
number (5%), and even for those listing a number, it was unclear which regulatory body
they claimed to be registered with. Only 20% displayed a detailed procedure for grievance
redressal, including the name and contact details of the grievance officer, which is required by
Indian e-commerce regulations, though compliance with this requirement was greater among
high-traffic websites (62%).

Discussion

We examined e-pharmacy websites and apps selling POMs to consumers in India and Kenya,
two LMIC:s at contrasting stages of e-pharmacy market and regulatory development. While a
few studies have reported on compliance of LMIC e-pharmacies to a limited scope of regu-
lations based on website reviews [28] or mystery shoppers [11,12], we are aware of only one
other study that assessed compliance to a comprehensive set of regulations/best practices. [29]
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Table 4. Compliance with proposed requirements for Indian websites, n (%).
Overall By visit numbers By physical location
N (%) Top 20% Other Physical location Other
by visits websites in India’ websites
Number of e-pharmacies (N) 61 13 48 56 5
Current regulatory requirements applicable to e-pharmacy
Displays customers’ privacy policy [22,25] 53 (86.9) 13 (100.0) 40 (83.3) 50 (89.3) 3(60.0)
Displays a detailed procedure for grievance redressal [23] 12 (19.7) 8 (61.5) 4(8.3) 12 (21.4) 0 (0.0)
Displays return policy [23] 53 (86.9) 13 (100.0) 40 (83.3) 48 (85.7) 5(100.0)
Does not display advertisements of prescription-only medicines [26] 61 (100.0) 13 (100.0) 48 (100.0) 56 (100.0) 5(100.0)
Has a physical address in the country [24] 47 (83.9) 13 (100.0) 34 (79.1) 47 (83.9) 0 (0.0)
Additional requirements from draft bills and existing guidelines
Displays information on authorisation from the CDSCO [21] 0(0.0) 0(0.0) 0 (0.0) 0 (0.0) 0 (0.0)
Displays registration number of the pharmacy [21] 3 (4.9) 1(7.7) 2 (4.2) 2 (3.6) 1(20.0)
Provides names and details of the director/ superintendent/ owner [21] 17 (27.9) 5(38.5) 12 (25.0) 17 (30.4) 0 (0.0)
Displays name and registration details of the pharmacist [21] 0(0.0) 0(0.0) 0 (0.0) 0 (0.0) 0 (0.0)
Displays complete contact information [21]
Phone 57 (93.4) 11 (84.6) 46 (95.8) 52 (92.9) 5 (100.0)
Email address 57 (93.4) 13 (100.0) 44 (91.7) 54 (96.4) 3(60.0)
Physical address 49 (80.3) 13 (100.0) 36 (75.0) 47 (83.9) 2 (40.0)
Does not sell Schedule X and/or habit-forming substances® [19] 40 (65.6) 11 (84.6) 29 (60.4) 35 (62.5) 5(100.0)
Does not deliver outside India [19] 34 (55.7) 7 (53.9) 27 (56.3) 34 (60.7) 0 (0.0)
Complies with all the above 0 (0.0) 0(0.0) 0(0.0) 0(0.0) 0(0.0)
Mean number of regulations/best practices complied with (out of 14) 7.5 8.7 7.1 7.6 5.6

'Determined based on the physical address displayed, and for those that did not display a physical address, it was determined based on stated location or on the country
code of the phone number provided. The “other” category includes websites with physical location outside of study country, or where location could not be ascertained.

*Schedule X drugs are a subset of prescription-only drugs for which the prescription must be preserved by the retailer for two years. These include controlled drugs, such
as narcotics, psychotropic, and other habit-forming drugs. This indicator was evaluated based on what products were displayed for sale on the website. Websites without
a browsable product catalogue were coded as not selling Schedule X/ habit-forming substance, though it might have been possible to purchase these after uploading a

prescription.

CDSCO: Central Drugs Standard Control Organisation.

https://doi.org/10.1371/journal.pgph.0004202.t004

To our knowledge, ours is the first study to systematically assess e-pharmacy mobile apps in

any income setting.

A number of limitations should be noted. First, we were only able to evaluate com-
pliance with the subset of best practices and regulations that could be assessed through
website/app review. While this allows exploration of a number of key practices, it does
not permit assessment of sales behaviour in practice, for instance, whether medicines
were only sold with a valid prescription, the advice provided to specific clients, or medi-
cine packaging. It also does not allow us to assess compliance with regulations related to
e-pharmacy management such as staff qualifications. Secondly, we reported the informa-
tion drawn from the websites/apps at face value and did not subject it to authenticity or
validation checks. For example, we did not check whether registration numbers provided
were valid, or whether helplines were functional. Third, we reported the availability of
drug information on side-effects, drug interactions and contraindications, but did not
assess whether this information was accurate. Finally, we did not assess the additional
regulatory requirements added in the April 2023 update of the Kenyan Guidelines, such as
displaying policies on counselling patients and delivery of medicines, the hours or service
provision, and the PPB contact details; [17] however, all 12 requirements from the 2022
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Guidelines that we did assess were also included in the 2023 Guidelines. Given these lim-
itations, the results can be considered as minimum estimates of non-compliance with best
practices and regulation.

Market structure

Both country populations were served by many e-pharmacy businesses: 65 websites and apps
in India and 26 in Kenya of which at least 51 were based in India and 19 in Kenya. While
there were 2.5 times more e-pharmacies serving India, the population to e-pharmacy ratio was
actually much lower in Kenya (2 million in Kenya compared to 21 million in India). [30] Sup-
plemental analysis of e-pharmacy market dynamics one year after the original search found
that the number of e-pharmacy websites had increased from 61 to 76 in India and 26 to 28 in
Kenya, with new market entrants (19 in India, 10 in Kenya) tending to be physically based in
the study country, and market leavers (4 in India, 8 in Kenya) based externally. The number
of e-pharmacies may appear quite high, but it is very low compared with an estimated 850,000
licensed brick-and-mortar pharmacies nationwide in India, [31] and over 5,000 in Kenya, [32]
most of which remain independently owned. [33] While e-pharmacy markets present regu-
latory challenges, the relatively small number of providers to control implies that they also
present opportunities to enhance pharmacy regulation.

Compliance to regulations and best practices

Opverall, compliance to regulations and guidelines was low across both countries, with
e-pharmacies serving Kenya complying (on average) with 8.9 of 12 regulations, and those in
India with 7.5 of 14 ‘proposed requirements’. None of the e-pharmacies in either country was
fully compliant. The higher overall compliance for Kenya could reflect the existence of explicit
e-pharmacy-specific regulations. In India, there was better adherence to requirements based
on existing (general) regulations. Most fundamentally, few e-pharmacies provided evidence of
registration or authorisation by national regulators: only 31% serving Kenya and none serving
India displayed the required regulatory verification (health safety code in Kenya and CDSCO
authorisation in India). Similar findings were observed in a study from Bangladesh, where

no single e-pharmacy displayed licensure details or permission documents [28]. A retro-
spective check on the Kenyan regulator’s website revealed that 14 (54%) of the e-pharmacies
were associated with registered brick-and-mortar pharmacies in Kenya, as prescribed by
guidelines, meaning that more e-pharmacies may be registered than stated on their websites
(similar checks were not possible in India). However, the low display of registration codes still
raises important concerns, given the common presence of ‘rogue’, unregistered e-pharmacies
reported globally [34,35].

Other major areas of concern were the lack of a prescription upload facility in 42% of web-
sites serving Kenya, and 10% serving India, implying that POMs were very likely sold without
a prescription; and the offer of narcotics or controlled substances for sale in 62% of websites
serving Kenya (despite regulatory prohibition against their online sale) and 34% serving India.
Previous studies in LMICs have highlighted similar concerns for various classes of POMs,
including antibiotics, antihypertensives and abortifacients [11,12,36]. These practices raise
important risks for patient safety and public health. Selling POMs without the authorisation
of a physician can have harmful consequences when medicines are used incorrectly. In the
case of antibiotics, resulting overuse may lead to the selection and spread of antimicrobial
resistance [37,38]. The anonymity of internet transactions may facilitate the purchase of nar-
cotics and other controlled substances, such as opioids, with sale of narcotics online without
a prescription already widely reported in HIC settings [39]. This could also be an important
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risk in LMICs, where non-medicinal use of controlled substances has been widely reported
[40,41], which can result in devastating effects, including addiction and overdose. However,

it should be noted that these practices are not specific to online pharmacies. There is substan-
tial evidence of high prevalence of sales of POMs without prescription in brick-and-mortar
pharmacies across most LMICs [42,43], including narcotics/controlled drugs [40,43]. Going
forward it is possible that the more consolidated nature of the e-pharmacy market, combined
with the traceability of online transactions, could facilitate more effective audit of prescription
medicine dispensing.

Other common areas of non-compliance included failure to display contact information,
and policies on grievance redressal or privacy. A particular concern was the lack of infor-
mation displayed on medicine side-effects, drug interactions, indications, and contraindi-
cations. Better information provision was reported in a review of 100 e-pharmacy websites
across 17 countries (including India), which found only 27% failed to provide information
on side-effects, and 38% on contraindications [29], though 12 of the countries covered were
high-income, and therefore would be expected to have stronger regulatory systems. Provision
of drug-related information online is a “low-hanging fruit”, which would be relatively easy for
e-pharmacies to address and for regulators to monitor.

Implications for regulatory policy

A basic prerequisite for good governance of the e-pharmacy market is the presence of a clear
set of e-pharmacy specific regulations. Kenya has made important strides in this area and is
an early mover compared to other African countries [5]. By contrast in India, several draft
rules have been pending approval since 2018, with delays reflecting both safety concerns about
online sales, and a fear among brick-and-mortar pharmacies that e-pharmacies will drive
them out of business. This has resulted in nationwide strikes calling for the ban of online
pharmacies, as well as a series of court cases [7,44].

Our research also highlighted the importance of ensuring that regulatory scope covers all
aspects of e-pharmacy operations, rather than simply the sale of drugs from individual web-
sites. First, our data documents the growing importance of e-pharmacy apps, particularly in
India, with general e-commerce trends in LMICs suggesting that the share of online purchases
via apps rather than through websites, will continue to grow rapidly. However, barring a
requirement to display the links for the apps’ programming interface in Kenya, apps were not
specifically mentioned in e-pharmacy regulations or guidelines from either country. Secondly,
a significant minority of e-pharmacies also provided teleconsultations with physicians and/
or laboratory services, with demand for such integrated ‘one-stop’ care also expected to grow.
These additional services require coordination between multiple regulatory stakeholders—
beyond those monitoring pharmacy practice only—as the boundaries between these business
models increasingly become blurred. However, there was no mention of telemedicine in the
Kenyan regulations or Indian draft rules or Code of Conduct. Finally, the role of aggregators
and marketplaces is growing in the e-pharmacy space, also leading to regulatory complica-
tions and opportunities. While there are concerns that they may avoid liability for the actions
of the organisations they advertise, there is also potential for marketplaces to play a role in
“decentred regulation” by restricting participation on their platforms to e-pharmacies which
adhere to government rules [45].

While overall compliance with regulations/guidelines was low, there was considerable vari-
ation, with better compliance among the higher-traffic websites and those located within the
study countries. This raises questions about how resources should be prioritised in tackling
non-compliant practices. Recent thinking in regulatory policy highlights the potential benefits
of risk-based regulation, which involves prioritising resources to regulatees expected to be
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highest risk [46], an approach that is starting to be adopted in LMIC settings [47,48]. How-
ever, while higher-traffic providers had better compliance, regulators may still want to focus
their efforts on these providers for the very reason that they serve a higher number of clients.
In addition, these largely compliant e-pharmacies may be more amenable to engaging with
regulators and cooperating in the development and implementation of regulation. Overall,
regulators may want to consider a tailored, risk-based regulatory approach, where they work
with the largely compliant e-pharmacies (“the good”) to enhance regulatory and accreditation
systems; improve enforcement among the partially compliant (“the bad”) and eliminate the
largely non-compliant from the market altogether (“the ugly”). As a rough categorisation, our
analysis indicates that the top 20% of e-pharmacies by visits might correspond to the “good”
category, with those physically based outside of the study country or for which location was
unclear serving as examples of the “ugly”. Previous studies have highlighted various rogue
practices used by online pharmacies selling internationally, including selling medicines with-
out a prescription and providing inappropriate discounts and bonuses [10]. In this study we
encountered similar practices among websites located outside the study country, such as offer-
ing “bonus sildenafil pills” (for erectile dysfunction) with every order, or promoting “party
pills” and “performance enhancers”. However, while e-pharmacies based outside of the study
country had poorer compliance, national regulators also have limited scope to impose regula-
tions on firms outside their jurisdiction and operating across international borders. Options
that could be considered include blocking specific websites or cooperating with search engines
to deprioritise them, though rogue e-pharmacies are known to regularly change their web
addresses and domain names in response to such actions [35]. Ultimately, international
cooperation is likely to be required to control the worst offenders operating across multiple
countries.

Priorities for future research on LMIC e-pharmacies include investigating sales practices by
recording the details of real clients or mystery shoppers [11,36,49], and exploring the inte-
gration of telemedicine and e-pharmacy services, and the growing sale of medicines on social
media platforms. Going forward, a key priority will be to test and evaluate regulatory innova-
tions and their implications for both regulatory compliance and improving equity of access to
medicines.

Conclusion

The compliance of e-pharmacies with regulations in Kenya and ‘proposed requirements’ in
India was low. However, there was considerable variation, with better compliance to man-
datory regulations, and by the most visited e-pharmacies and those based within the study
countries. These findings can be leveraged to direct more targeted and efficient regulatory
enforcement in Kenya, and to inform the development of a comprehensive regulatory frame-
work for e-pharmacy in India. We recommend that risk-based regulatory approaches should
be tailored such that regulators work with the largely compliant (“good”) e-pharmacies,
improve enforcement among the partially compliant (“bad”), and eliminate the largely
non-compliant (“ugly”) e-pharmacies.
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